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Lenguaje de alto nivel

Expresiones

e:=n — numeral
| Xxp — variable publica
| Xy — variable confidencial
| e+e —adicion

Comandos

ci=x.:=¢€ — asignacion var. publica
| Xy :=e — asignacion var. confidencial
| ifethen c elsec — condicional
| while e do c — iteracion

c;c — secuencia
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Security types: expresiones

Fn:low Fx; : low F xy : high

F e : st Fes: sh
F e + ex : max(sty, sty)

data Exp st where

IntVal :: Int -> Exp Low
VarL :: Refl —> Exp Low
VarH :: RefH —-> Exp High

Add :: Exp stl —-> Exp st2 -> Exp (Max stl st2)
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Security types

data Low
data High

type family Max n m
type instance Max Low x = X
type instance Max High = High

b
|

type family Min n m
type instance Min Low x = Low
type instance Min High

b
Il
b
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Security types: comandos

Fe: low
lowtk x, = e

pck xy =e

Fe:st pcy - ¢4 pco - o

st<pcy st<pc
min(pcy, pcy) F if e then ¢y else ¢,

Fe:st pckc st < pc
pc - while edo ¢

pcy - ¢4 pCo - o
min(pcy, pce) = Ci3¢2
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Security types: comandos

data Com pc where

AssL :: Refl -> Exp Low —> Com Low
AssH :: RefH -> Exp st —-> Com High
If0 :: Exp st -> Com pcl -> Com pc2

-> LEg st (Min pcl pc2)

-> Com (Min pcl pc2)
While :: Exp st —-> Com pc -> LEg st pc —-> Com pcC
Seq :: Com pcl -> Com pc2 -> Com (Min pcl pc2)

data LEg st st’ where
L1 :: LEg Low x
L2 :: LEgq High High
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Lenguaje de bajo nivel

Instrucciones

|

’ fetch, x;

| fetchy x4

| store_ x;.

| storey xy

| branch(c, c)
| loop(c,c)

| c;c

| noop
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Semantica operacional

(c,e,s)>(c,€,d)

(c,e,s)>(€,5)
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Security types
Istpush n: pc~ low :: Is
Is+fetchy x; : pc ~ low :: Is
Is + fetchy x4 : pc ~~ high :: Is
low :: Is - storeL x; : low ~~ Is
pcy i Is - storey xy : pc ~ Is
pcy :: pco :: s+ add : pc ~ max(pcy, pcy) :: Is

Istcq : pc’ ~ Is’ IS' - co: pc” ~~ Is”
Ist ¢3¢ : min(pc’, pc”’) ~ Is”
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Security types

pc < pc’ Istci:pci~1Is Iskco:pco~ls
pc :: Is + branch(cq, ¢p) : min(pcy, pcz) ~~ Is

Istci:pc ~pcy Il ISt co:pc”~1s  pecy < pc”’
Is Floop(cy, c2) : min(pc’, pc”’) ~ Is'
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Security types en Haskell

data CodeS env pc env’

Push
FetchL
FetchH
Storel
StoreH
Sum

App

Int

ReflL
RefH
ReflL
RefH

CodeS

where
CodeS env High (Cons Low env)
CodeS env High (Cons Low env)
CodeS env High (Cons High env)
CodeS (Cons Low env) Low env
CodeS (Cons pc env) High env

(Cons pcl (Cons pc2 env)) High

(Cons

(Max pc2 pcl) env)

:: CodeS env pcl envl
—> CodeS envl pc2 env2

-> CodeS env

(Min pcl pc2) env2
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Security types en Haskell

Branch :: CodeS env pcl env

-> CodeS env pc2 env

-> LEg pc (Min pcl pc2)

-> CodeS (Cons pc env) (Min pcl pc2) env
Loop :: CodeS env pc (Cons pcl env’)

—> CodeS env’ pc2 env’

-> LEg pcl pc2

—-> CodeS env (Min pc pc2) env’

data Nil
data Cons pc env
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El compilador

C[n] = push n

Clx.] = fetch, x,

Clxy] = fetchy xy

Cler + e2] = C[ei]; Clez] ; add

Clx. := €] = C[e] ; storeL x,

Clxy := €] = C[e] ; storen xy

C[if e then ¢, else ;] = C[e] ; branch(C[c4], C[c2])
Clwhile e do c] = loop(C[e], C[c])

Cley;ea] = Cler]sClezl
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El compilador en Haskell

compileExp :: Exp st
-> CodeS env High (Cons st env)

) Push n
compileExp (VarlL var) = Fetchl var
compileExp (VarH var) = FetchH var
compileExp (Add el e2) = App (App (compileExp el)
(compileExp e2))

compileExp (IntVal n

Sum
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e —
El compilador en Haskell

compiler :: Com pc —-> CodeS env pc env
compiler (AssL var e) = App (compileExp e)
(Storel var)
compiler (AssH var e) = App (compileExp e)
(StoreH wvar)
compiler (Seq cl c2) = App (compiler cl)
(
(
(

compiler c2)

compiler (If0 e cl c2 p) compileExp e)

Branch (compiler cl

App

(compiler c2
p)
Loop (compileExp e)
(compiler c)
P

compiler (While e c p)
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Semantica operacional

(push n, e, s)>(N[n] : e, s)
(add,zy : 2o : e,5)> (21 + 20 : €, 9)
(fetch, x;,e,s)>(sx.: e, 9)
(store_ x;,z: e, s)> (e, s[x. — Z])

(branch(Sy, S2),z : e,8)>(Sy,e,8) 1if z=1
(branch(Sy, S2),z: e,8)>(Sp,6,8) 1if z#1

(loop(Sy, S»2), e, s) > (Sy; branch(S, ; loop(Sy, S2), noop), e, s)



