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Abstract. In this paper we discuss the possibilities of insertion and de-
tection of watermarks in the encrypted domain. We review the literature
of computing in the encrypted domain and we discuss the application of
such techniques in a watermarking scenario to obtain secure protocols
for zero-knowledge detection and asymmetric fingerprinting schemes.
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1 Introduction

Encryption functions are those that transform a message (or in general an ob-
ject, an image or a file) into a piece of nonsense information Ik = Ek(I). Usually,
the only goal of such encrypted information Ik is to allow to transfer or store
original data so as to ensure that the original information cannot be derived from
its encrypted version. However, what will be the result if the encrypted data is
modified? In other words, can we operate in the encrypted domain? The answer
depends on which operations we want to perform and if we want to transform
such operations back in the clear domain. Obviously, some general transforma-
tions can be performed on encrypted data providing the transformation itself
has a “meaning” in the encrypted domain. For instance, encrypted data can be
compressed 1 in order to save space. Here the compression function, C, has a
complete meaning (to save space) in the encrypted domain. Such transforma-
tion can be performed on encrypted data provided the decompression function
is applied before the decryption process, that is

Dk−1(C−1(C(Ek(I)))) = I

But if we want to compress the encrypted data in order to obtain a com-
pressed data that can be decrypted to obtain a compressed version of the clear
information, then the involved functions must hold the following equation:

C−1(Dk−1(C(Ek(I)))) = Dk−1(C−1(C(Ek(I))))
1 Although cryptosystems are normally applied on already compressed data for mask-

ing the statistical properties of the clear text, such example may help to illustrate
an hypothetic scenario.



and, of course, such condition does not hold for all possible functions. From now
on, we will refer to computing in the encrypted domain only to those operations
that “survive” the decryption process and can be inverted after that.

In general, computing in the encrypted domain could be performed depending
on the cryptosystem used and also depending the operations performed in the
encrypted domain.

On the other hand, the interest on computing in the encrypted domain is
based on the fact that original data can be “meaningfully” modified by any-
one without having access to the original information. As we will show in next
sections, such property is very useful in some secure protocols.

2 Homomorphic Encryption

A first approach towards computing in the encrypted domain is to find out cryp-
tosystems that allow some basic algebraic operations in the encrypted domain.

Privacy homomorphisms were first proposed by Rivest et alter in [1]. Privacy
homomorphisms were defined as encryption functions which permit encrypted
data to be operated on without preliminary decryption of the operands. In this
seminal paper, five simple examples of privacy homomorphisms were presented,
the most relevant one was the RSA, which is multiplicative, i.e., it allows mul-
tiplication on encrypted data:

E(a · b) = (a · b)e mod n = (ae mod n) · (be mod n) = E(a) · E(b)

In [2] an additive and multiplicative privacy homomorphism was presented.
The proposal allows addition, subtraction and multiplication to be carried out
directly on encrypted data, but it does not allow computation of multiplicative
inverses; in other words, it is a ring privacy homomorphism, but not a field
privacy homomorphism.

Another well known privacy homomorphism is the one proposed by Paillier
[3] used as a building block of different applications.

Security of privacy homomorphisms has also been studied. It is known that if
a privacy homomorphism preserves order when encrypting, it is insecure against
a ciphertext-only attack; if it is additive, it is insecure against a chosen-cleartext
attack [4]. With the exception of RSA, all the examples given in [1] were sub-
sequently broken in [5] using ciphertext-only or known-cleartext attacks. On
the other hand, the privacy homomorphism presented in [2] is secure against a
known-cleartext attack.

2.1 Homomorphic encryption applications

As we have pointed out, computing in the encrypted domain can be applied
in some secure protocols. In particular, homomorphic encryption has been used
successfully in different environments as a building block.



For instance, in [6] it is shown that some security properties of a secret sharing
scheme can be proven using the homomorphic properties of the secret sharing
function.

On the other side, as an extension of a secret sharing, multiparty computation
schemes [7] and verifiable signature sharing [8] also use homomorphic encryption
as a building block.

Regarding more specific applications, electronic voting systems also use ho-
momorphic encryption. In this case, some properties of homomorphic encryption
are used to verify the tally of the ballots without revealing what those ballots
are, since homomorphic encryptions allow to have the sum of a group of en-
crypted values verified without revealing those encrypted values (see [9] for an
exhaustive bibliography on voting schemes using homomorphic encryption).

On the other hand, electronic auctions also use homomorphic encryption
[10]. For instance, in [11] a sealed-bid auction using homomorphic encryption is
proposed and in [12] a proposed sealed-bid auction is based on circuit evaluation
using homomorphic encryption.

Homomorphic encryption is also used in the context of databases [13–15] in
order to allow database computation while maintaining a certain level of privacy
of the records.

In mobile agent technology, homomorphic encryption is also applied. For
instance, a partial solution for the problem of protecting agents against malicious
hosts is proposed in [16] based on computing with encrypted functions, an
extension of computing with encrypted data.

Finally, in [17], the authors take advantage of the homomorphic properties
of the RSA to define a publicly verifiable watermarking scheme in which the
verification process does not reveal the embedded mark.

3 Cryptographic computation on encrypted data

In addition to the basic algebraic operations described in the previous section,
more complex computation can be performed on encrypted data. In particular,
encryption and digital signature can be performed.

3.1 Encryption of encrypted data

Recalling again the idea of computing on encrypted domain described in Sec-
tion 1 in the sense that operations in the encrypted domain can be inverted in
the clear domain, cryptosystems which allow encryption in the encrypted do-
main fall into the category of commutative cryptosystems when both encryption
functions are the same.

A commutative encryption function Ek(·), with a secret key k, has the prop-
erty that:

Ek1(Ek2(m)) = Ek2(Ek1(m))

for all keys k1,k2.



Obviously, most symmetric encryption functions are not commutative while
RSA is a commutative encryption scheme, since

Ek1(Ek2(m)) = Ek1(mk2 mod n) = mk2·k1 mod n = mk1·k2 mod n = Ek2(Ek1(m))

Commutative encryption schemes are useful in different areas. For instance,
a fair coin flipping protocol and a bit commitment scheme can be defined using
commutative encryption [18].

3.2 Digital signature of encrypted data

The interest of digitally sign encrypted data has been discussed in the literature.
In [19, 20] the authors argue that it is there is no sense to sign encrypted data
since non-repudiation cannot be ensured because the signer does not know what
he/she signs. However, at it is pointed out in [21], there are some applications
where privacy is more important than non-repudiation.

Blind signatures: a particular approach. The concept of blind signature
defined by Chaum in [22] can be seen as an special case of digital signature on
encrypted data. In a blind signature scheme, the signer signs some data without
knowing which data he has signed. In this case it is assumed that the encrypted
data will be always signed and then decrypted before the signature validation,
that is given an encryption function E , a decryption function D, a signature
function S and a signature verification function V, the only possible function
composition will be

V(D(S(E(m))))) = m

In this especial case, E is a blinding function rather than an encryption
function, since the composition with the “decryption” or unblinding counterpart
holds D(E(m)) 6= m.

Assuming such principles, the blinding function can be defined as

E(m) = m · re mod n = c

where k = re is the private key with r ∈R Zn and e the public key of the
signature function S defined by

S(c) = cd mod n = md · red mod n = md · r mod n = c′

since d · e ≡ 1 mod φ(n).
The unblinding function is defined by

D(c′) = c′ · r−1 = md = s

and the signature verification function is

V(s) = se mod n = (md)e mod n = m



With these definitions, it is possible to sign in the blinded domain and verify
in the clear domain, that is

V(D(S(E(m)))) = m.

The first application of blind signatures was an anonymous payment system
[23] proposed also by D. Chaum.

4 Watermarking in the encrypted domain

In the previous sections, we have presented different approaches to compute in
the encrypted domain. In this section, we want to pay attention to the possibility
of watermarking in the encrypted domain, that is to say, we want to study when
or how encryption and decryption functions can commute with the watermarking
operations (typically, mark and verify).

As we mention above, computing in the encrypted domain allows the gener-
ation of secure protocols to solve new problems. In the same way, watermarking
over encrypted data may produce secure protocols to solve problems like publicly
verifiable watermarking schemes or asymmetric fingerprinting schemes.

A watermarking scheme can be defined with two functions, the embedding
or marking function M and the extraction or verification function V. Roughly
speaking, the marking function takes an image2 I as an input together with the
mark m to be embedded and produces the marked image I∗ =M(I,m). On the
other side, the verification function takes the marked (and possibly distorted)
image Î and gives the mark embedded in the image V(Î) = m.

Again, we denote the encryption function E with a encrypting key k that
produce a encrypted image Ik = Ek(I). The decryption function D produces the
clear image I = Dk−1(Ik) given the decrypting key k−1 and the encrypted image
Ik.

Depending on where each function is applied different properties can be sat-
isfied:

Prop. 1 The marking function M can be executed in an encrypted image Ik
to embed a mark m.

Prop. 2 The verification function V can be able to reconstruct a mark in the
encrypted domain when it has been embedded in the encrypted domain.

Prop. 3 The verification function V can be able to reconstruct a mark in the
encrypted domain when it has been embedded in the clear domain.

Prop. 4 The decryption function does not affect the mark integrity in terms of
mark reconstruction process.

Property 1 ensures that when the marking function is performed over an
encrypted image, the result I∗k = M(Ik,m) will have some sense. This point is

2 For simplicity, we speak about images. However main ideas of the discussion proposed
can be applied to digital objects different than images, such as audio files.



relevant since the marking schemes in the literature are based on image charac-
teristics that may disappear when the image is encrypted.

The second property ensures that the mark and verification process can be
performed entirely in the encrypted domain

V(M(Ek(I),m)) = m.

The third property means that the encryption function does not affect the
mark integrity in terms of mark reconstruction process and it holds if

Dk−1(V(Ek(M(I,m))) = m.

Notice that properties 2 and 3 are equivalent in case the marking function
and the encryption function commute

M(Ek(I),m) = Ek(M(I,m)) = I∗k .

The last property implies that

V(D(M(Ek(I),m))) = m.

At first glance, it could be difficult to determine encryption/decryption func-
tions and watermarking algorithms that hold all the proposed properties. For
instance, as it has been pointed out, Property 1 fails for the vast majority of
marking schemes in the literature since to achieve imperceptibility they are based
on image characteristics that disappear when the image is encrypted.

However, in some scenarios, an interesting secure protocol can be defined only
with one of the proposed properties. A clear example is the verification protocol
proposed in [17] that allows to demonstrate the presence of a watermarking in an
image without revealing the mark, thus producing the first approach to a zero-
knowledge watermarking verification protocol. In this case, the watermarking
verification protocol proposed is based on any linear and additive watermark-
ing algorithm in which the watermarking verification can be performed by mark
correlation (for instance the spread spectrum technique proposed by Cox et al.
[24]). The encryption algorithm used is the RSA. When using such watermark-
ing techniques together with this encryption algorithm Property 3 holds due to
the homomorphic properties of the RSA algorithm together with the multiplica-
tive operations performed in the verification process. This example shows the
possibilities of watermarking in the encrypted domain, even if only one of the
properties holds.

If we assume functions M, V, E , D hold the properties stated above we can
define new protocols with some interesting properties as it is shown in the next
subsection.

4.1 An asymmetric fingerprinting scheme

In contrast to watermarking (which allows ownership protection), fingerprinting
is a technique which allows to track redistributors of electronic information. In



a fingerprinting scheme, each copy image is marked with a different mark that
allows buyer identification. Usually, it is assumed that two or more dishonest
buyers can only locate and delete marks by comparing their copies (marking
assumption, [25]).

Classical fingerprinting schemes [26, 25] are symmetrical in the sense that
both the seller and the buyer know the fingerprinted copy. Even if the seller
succeeds in identifying a dishonest buyer, her previous knowledge of the finger-
printed copies prevents her from using them as a proof of redistribution in front
of third parties. In [27], the concept of asymmetric fingerprinting was introduced,
whereby only the buyer knows the fingerprinted copy. Different asymmetric fin-
gerprinting proposals can be found in the literature [27–33].

In [29, 27] the authors use multiparty computation [34] to ensure that the
seller cannot obtain knowledge about the marked copy. Since multiparty compu-
tation is computationally complex, some proposals are focused on avoiding such
a technique. For instance, in [30] the cryptographic tool Committed Oblivious
Transfer [35] is used instead of multiparty computation. Such scheme has been
improved in [32] and [33].

Watermarking in the encrypted domain can offer new possibilities towards
the construction of new asymmetric fingerprinting schemes. As an example of a
possible application, consider the following scenario.

Suppose functionsM, V, E , D hold the four properties stated above. Suppose
the watermarking scheme used is asymmetric in the sense that a different secret
information is needed for embedding and verifying the mark [36]. Finally, suppose
the function E is a commutative encryption function in the sense described in
Section 3.

With these assumptions, we can define an asymmetric fingerprinting scheme
based on a protocol between the seller, S, and the buyer, B that allows to embed
a mark into an image in a way that:

– only B obtains the marked image,
– only S knows the original image.

Protocol 1 (The marking protocol)

1. S, encrypts the original image I using an encryption algorithm E and a
secret key k1. Ik1 = Ek1(I). Then S sends the encrypted image Ik1 and the
mark m to be embedded to B.

2. B embeds the mark m into the encrypted image Ik1 using the marking func-
tionM. The marked image is denoted by I∗k1

=M(Ik1 ,m). Then B encrypts
I∗k1

using a key k2 and sends the result I∗k1k2
= Ek2(I∗k1

) to S.
3. S verifies that B has embedded the mark, that is, using the verification func-

tion V, S extracts the mark m and checks that V(I∗k1k2
) = m.

4. S removes the first encryption with k−1
1 over the image Dk−1

1
(I∗k1k2

) = I∗k2

and sends the result to B.
5. B removes the second encryption with k−1

2 over the image Dk−1
2

(I∗k2
) = I∗

and obtains the marked image.



Notice that although B is the one that marks the image, he does not obtain
the original image since he only obtains the encrypted version Ik1 and the marked
one I∗. On the other hand, the scheme proposed is asymmetric (in the sense of
fingerprinting) since S does not obtain the marked image I∗.

The correctness of the protocol is based on the assumptions stated before.
Step 2 uses Property 1: the marking function can be executed in the encrypted
domain. Correctness of Step 3 is based on Property 3: the encryption function
does not affect the mark integrity in terms of mark reconstruction. Step 4 is based
on the assumption that the encryption function is a commutative encryption
function and also on Property 4: the decryption function does not affect the
mark integrity in terms of mark reconstruction. Finally, Step 5 is also based on
Property 4. On the other hand, the asymmetry assumed for the watermarking
scheme allows B to embed the mark in a way that S should not be able to
reproduce, although S can verify that the mark is embedded into the marked
image. Otherwise, the knowledge of the original image and the mark would allow
S to obtain the marked image.

Of course, this is a high level overview of the protocol and we have made
many assumptions on the properties of functions M, V, E , D. However, this
protocol illustrates how watermarking in the encrypted domain can be applied
to obtain new protocols with new properties.

5 Conclusions and further research

In this paper we have discussed the possibilities that watermarking in the en-
crypted domain offers. We have reviewed the most relevant literature that deals
with the problem of computing in the encrypted domain. We have given some
examples of privacy homomorphisms which preserve some algebraic operations
and other cryptosystems that allow cryptographic operations on encrypted data.
We have introduced the concept of watermarking in the encrypted domain. We
have defined the four main properties needed in the interaction of the main func-
tions encryption/decryption and marking/verifying. We have shown that some
properties have been already used to obtain an approach to a zero-knowledge
watermarking verification protocol where the verifier does not obtain the em-
bedded mark after the verification process. Finally we have outlined a high level
asymmetric fingerprinting scheme based on watermarking in the encrypted do-
main.

5.1 Further research

Further research should be directed to obtain functions M, V, E , D with the
aforementioned properties. Different strategies can be used to reach this ob-
jective. First of all, a deep study of the existing watermarking schemes and
cryptosystems must be carried out in order to determine if functions with those
properties already exist. A first approach has shown that Property 3 holds for
some specific schemes [17]. Secondly, new watermarking schemes and ad-hoc



cryptosystems can be proposed. Here we mean by ad-hoc cryptosystem, a en-
cryption function that encrypts an object producing a same object type as en-
crypted output (for instance, a clear image that is encrypted giving an encrypted
image). Such ad-hoc encryption for images has been studied in the literature
[37–40] but the objective of such work has been sometimes undervalued since
detractors argue that an image can be considered as a file and can be encrypted
using any standard cryptosystem. However, if you need to compute in the en-
crypted domain you may need the encrypted object be an image and then ad-hoc
cryptosystems may have a new development field.

On the other hand, combined watermarking/cryptosystem functions can be
defined in order to obtain some of the needed properties. For instance, different
functions can be defined providing a function composition holds

V(D(M(Ek(I),m))) = m

In this case, the “encryption” function may not be the inverse of the ”decryption”
counterpart but this is not an issue if the application order of functions are
determined a priori (see for instance, blind signatures -Section 3-).

Furthermore, if such functions can be defined, a detailed study about their
security must be carried out before they can be used within a secure protocol.
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