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Abstract. The noninterference property states that a system is void of
insecure information-flows from private to public data. This constitutes
too severe a requirement for many systems which allow some form of
controlled information release. Therefore, an important effort is being in-
vested in studying forms of intended information declassification. Robust
declassification is a property of systems with declassification primitives
that ensures that a third party cannot affect the behavior of a system
in such a way as to declassify information other than was intended. This
paper studies robust declassification for a core fragment of bytecode. We
observe that, contrary to what happens in the setting of high-level lan-
guages, variable reuse, jumps and operand stack manipulation can be
exploited by an attacker to declassify information that was not intended
to be. A type system for ensuring robust declassification is introduced
and proved to be sound.
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1 Introduction

This work is concerned with practical, language-based information flow [SM03]
policies for mobile code. Information flow policies in terms of noninterference en-
sure the absence of information channels from private to public data. Although
an intuitively appealing information security policy, it has been recognized to
be too strict for practical applications since many applications do allow some
form of information declassification or downgrading. Examples are: releasing the
average salary from a secret database of salaries for statistical purposes, a pass-
word checking program, releasing an encrypted secret, etc. This calls for relaxed
notions of noninterference where primitives for information declassification are
adopted. At the same time we are also interested in mobile code. Currently
a large amount of code is distributed over the Internet largely in the form of
bytecode [LY99] or similar low-level languages. Direct verification of security
properties of bytecode allows the code consumer to be assured that its security
policy is upheld. It should also be stressed that most efforts on information flow
target high-level languages yet compilation can produce a program which does
not necessarily satisfy the same security properties. Analysis at the bytecode
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level has the benefit of independence of the mechanism (compiled, handwritten,
code generated) that generated it.

An important issue that arises in mobile code (or any code) that provides a
declassification mechanism is whether it can be exploited affecting the data that
is declassified or whether declassification happens at all. If this does not arise
we declare our declassification mechanism robust. We briefly illustrate that with
an example from [MSZ04] translated to bytecode.

1. load xL
2. if 6
3. load zH
4. declassify L

5. store yL
6. · · ·

This program releases private information held in zH to a publicly read-
able variable yL if the variable xL is true, and otherwise has no effect. Here,
declassify explicitly indicates a release from secret to public of the level of
the topmost element on the stack. As a consequence, this program does not en-
joy noninterference. However, we can observe something more on the reliability
of the declassification mechanism. Indeed, an attacker can affect whether infor-
mation is declassified at all (assuming she can change the value of xL) or can
affect the information that is declassified (assuming she can change the value of
zH). This program is therefore declared not to be robust under any of these two
assumptions.

The starting point of this paper is a core fragment of bytecode that includes a
declassification instruction declassify κ, where κ is a security level (see Sec. 3).
The effect of this instruction is to declassify the top element of the operand stack
of the JVM run-time system. Our language allows flow sensitivity [HS06] w.r.t.
the security level of the variables (i.e. local variables may be reused with different
security levels, as in standard bytecode). Under an attacker that observes and
manipulates data, we address the requirements that programs must meet in
order for robustness to be enjoyed.

Contributions. We study the notion of robust declassification of a low-level
language such as bytecode and reveal subtle ways in which, in low-level code,
the standard notion of robust declassification fails. Particularly, this fails in the
presence of flow-sensitive types and low-level stack manipulation primitives. We
propose a type system for enforcing robust declassification in bytecode and prove
that this system is sound.

Structure of the paper. Sec. 2 introduces motivating examples. It is fol-
lowed by the attacker model and the bytecode language. The type system is pre-
sented in Sec. 4. Sec. 5 addresses noninterference for confidentiality and robust
declassification. Finally, we conclude and suggest further avenues for research.
For further details and full proofs please consult [BB09].



2 Motivating examples

In general, an active attacker may change system behavior by injecting new
code in the program. Such attacker-controlled low-integrity computation may be
interspersed with trusted high-integrity code. To distinguish the two, the high-
integrity code is represented as a program in which some statements are missing,
replaced by holes (•). The idea is that the holes are places where the attacker can
insert arbitrary low-integrity code. There may be multiple holes (possibly none)
in the high-integrity code, represented by the notation −→• . Such expressions are
called high-integrity contexts, written B[−→• ], and formally defined as programs in
which the set of bytecode instructions is extended with a distinguished symbol
“•”. These holes can be replaced by a vector of attacker fragments −→a to obtain
a complete method B[−→a ]. An attacker is thus a vector of such code fragments.
A passive attacker is an attack vector that fills all holes with the low-integrity
code from the original program. An active attacker is any attack vector that fills
some hole in a way that changes the original program behavior.

One way an attacker can cause information leak is to directly violate confi-
dentiality and integrity (eg. using declassify in its own code). However, one is
interested in how an attacker can exploit insecure information flow in the trusted
code. Therefore, we restrict our attention to attacks that are active in this sense
(cf. Def. 2). We discuss some examples3.

1. loadx
2. load y
3. [•]
4. declassify L
5. · · ·

1. [•]
2. loadx
3. declassify L
4. · · ·

1. [•]
2. loadx
3. declassify L
4. return

1. [•]
2. load x
3. if 5
4. declassify L
5. · · ·

(a) (b) (c) (d)

In (a), assuming x and y are high-integrity at line 4, the value of y is de-
classified. If the attacker consists of a pop instruction, then declassification of
the value of x is forced. Likewise the attacker could push an element on the
stack rather than remove it. In this case it is the newly pushed element that
is declassified. Let us consider another example. In (b) the security level of x
at 2 is assumed to be confidential. If the attacker inserts load y; goto 3 where
y holds some high confidentiality data, then by affecting the control-flow y is
now declassified. Finally, if the code is that of (c), then by inserting the code
load y; return declassification of x is avoided.

One final consideration is that we must also restrict variable reuse in low-
integrity contexts. Consider the code excerpt of (d) where x is assumed high-
integrity at 2 and y low-integrity at 2. Line 4 attempts to declassify depending
on the value of x (a high-integrity value). Suppose the attacker reuses x with
a low-integrity value, such as in load y; storex. Then in line 4 a declassifi-
cation is attempted depending on the value of the variable y (a low-integrity

3 In these examples, for expository purposes, the argument of declassify is L. How-
ever these labels are actually pairs of levels (cf. Sec. 3).



value). Therefore the attacker can manipulate the condition in line 3 which de-
cides whether declassification is performed or not. This situation is avoided by
restricting attackers from manipulating high-integrity variables such as x above.

Our definition of active attack thus requires attacks to not include return
nor declassify instructions. Likewise, we require all jumps to be local to the
attackers code. The size of the stack before the attacker code is executed should
be the same after it is executed. Finally, high-integrity variables and stack ele-
ments should not be modifiable. These observations are made precise in Def. 2
and the typing schemes for bytecode (Sec. 4).

3 Attacker Model and the Bytecode Language

Since robustness of a system depends on the power an attacker has to affect the
execution of the system we follow [MSZ04] and introduce integrity labels in our
model. High-integrity information and code are trusted and assumed not to be
affected by the attacker while low-integrity information and code are untrusted
and assumed to be under the control of the attacker. Both confidentiality and
integrity labels are merged into a single lattice of security levels.

We assume given a lattice of confidentiality levels LC with ordering �C and
a lattice of integrity levels LI with ordering �I . We use ⊥C and >C for the
bottom and top elements of LC and similarly for those of LI . We write lC for
elements of the former and lI for elements of the latter and tC and tI , resp.,
for the induced join. A security level is a pair (lC , lI). These pairs are elements
of a lattice L and are typically denoted using letters κ, λ, κi, λi, . . .. The partial
order � on L is defined as: (lC , lI) � (l′C , l

′
I) iff lC �C l′C and lI �I l′I . The

join on security levels is: (lC , lI) t (l′C , l
′
I) = (lC tC l′C , lI tI l′I). The projections

of the first and second component of a security level are C((lC , lI)) = lC and
I((lC , lI)) = lI . Also, we occasionally write Cκ for C(κ) and Iκ for I(κ).

The power of an attacker is described by a security level A, where C(A) is the
confidentiality level of data the attacker is expected to be able to read, and I(A)
is the integrity level of data or code that the attacker is expected to be able to
affect. Thus, the robustness of a system is w.r.t. the attacker security level A.

The attacker security level A determines both high and low-confidentiality
(HC = {κ | C(κ) 6� C(A)} and LC = {κ | C(κ) � C(A)}) areas and high and
low-integrity areas (HI = {κ | I(A) 6� I(κ)} and LI = {κ | I(A) � I(κ)}) in the
security lattice L. We can identify four key areas of the lattice: (1) LH ' LC ∩HI ;
(2) HH ' HC ∩ HI ; (3) LL ' LC ∩ LI ; and (4) HL ' HC ∩ LI . The LL region is
under complete control of the attacker: she can read and modify data in this
region. Data in the LH region may be read but not modified by the attacker. The
attacker may not read nor modify data in the region HH. Finally, data in the HL
region may not be inspected but can be modified by the attacker.

The Bytecode Language Let N stand for the natural numbers and X for
the set of local variables whose elements we refer to by x, y. A program B is



a sequence of the following bytecode instructions where op is + or ×, x ∈ X,
j ∈ N:

push j push j on stack pop pop from stack
load x load value of x on stack store x store top of stack in x
prim op primitive operation ifeq j conditional jump
goto j unconditional jump return return
declassify κ declassifies top of stack

These instructions are standard except for declassify κ which declassifies
the security level of value on the top of the operand stack. It does not have any
effect on the state of the program, as described below. We write Dom(B) for the
set of program points of B and B(i), with i ∈ 1..n and n the length of B, for the
ith instruction of B.

We write V for the set of values whose elements are denoted by v. Values are
taken to be the set of integers. Machine states are tuples 〈i, α, σ〉, where i ∈ N
is the program counter that points to the next instruction to be executed; α,
(local variable array) is a mapping from local variables to values; σ (stack) is
an operand stack. A machine state for B is one in which the program counter
points to an element in Dom(B). If 〈i, α, σ〉, then we define pc(s) = i.

The small-step operational semantics is standard (cf. Appendix). We write
s1 −→B s2 if both s1, s2 are states for B and s2 results by one step of reduction
from s1. In the sequel we work with states for some program B which shall be
clear from the context and thus simply speak of states without explicit reference
to B. Expressions of the form 〈v〉 are referred to as final states. A non-final
state s may either reduce to another non-final state or to a final state. Initial
states take the form 〈1, α, ε〉, where ε denotes the empty stack. We write �B for
the reflexive-transitive closure of −→B . The trace TrB(〈i, α, σ〉) of the execution
from state 〈i, α, σ〉 (i ∈ Dom(B)) is the sequence 〈i, α, σ〉 −→B 〈i1, α1, σ1〉 −→B

〈i2, α2, σ2〉 −→B 〈i3, α3, σ3〉 −→B · · ·.

4 Type System

A method type is an expression of the form (x1 : κ1, . . . , xn : κn, κr), abbreviated
(x : κ, κr), where x1, . . . , xn are the formal parameters together with their se-
curity levels and κr is the return value security level. A method M [−→• ] is a pair
((x : κ, κr), B[−→• ]), where B[−→• ] is a program referred to as the method’s body.
Methods M [−→• ] are typed by means of a typing judgment : V,S,A�M [−→• ]. Each
of V,S and A are called typing contexts. Typing contexts supply information
needed to type each instruction of M [−→• ]. As such they constitute families of ei-
ther functions (V,S) or security levels (A) indexed by a finite set of instruction
addresses. We write Vi to refer to the ith element of the family and similarly
with the others. The first typing context assigns a variable array type V to each
instruction (of M [−→• ]). A variable array type is a function assigning security
labels to each local variable. Thus Vi indicates the types of the local variables at
instruction i. The S typing context assigns a stack type S to each instruction.



A stack type is a function assigning security labels to numbers from 1 to n,
where n is assumed to be the length of the stack. A indicates the level of each
instruction. If A(i) is high at some program point because C(A(i)) ∈ HC , then
an attacker might learn secrets from the fact that execution reached that point.
If A(i) is high because I(A(i)) ∈ LI , the attacker might be able to affect whether
control reaches that point.

Two further ingredients are required before formulating the type system. The
first is a notion of subtyping for variable array and stack types.

∀x ∈ X.V ′(x) � V ′′(x)

V ′ ≤ V ′′

|S′| = |S′′| = n

∀j ∈ 1..n.


S′(j) � S′′(j) if κ � S′(j),
S′(j) = S′′(j) otherwise

S′ ≤κ S′′

Frame types are compared pointwise using the ordering on security labels.
We write |S| for the length of S. S′ ≤κ S′′ asserts that stack type S′ is a
subtype of S′′ at level κ. Stack types may only be compared if they are of the
same size. Furthermore, we allow depth subtyping at position j provided that
S′(j) is at least κ. The other ingredient is the availability of control dependence
regions [BR05,BPR07].

Control Dependence Region High-level languages have control-flow con-
structs that explicitly state dependency. For example, from while x begin
c1;c2 end one easily deduces that both c1 and c2 depend on x. Given that
such constructs are absent from bytecode, as in most low-level languages, and
that they may be the source of unwanted information flows, our type system
requires this information to be supplied. Let Dom(B)] denote the set of pro-
gram points of B[−→• ] where branching instructions occur (i.e. Dom(B)] = {k ∈
Dom(B) | B[−→• ](k) = if i}). We assume given two functions (℘ below de-
notes the powerset operator): (1) region: Dom(B)] → ℘(Dom(B)) and (2) jun:
Dom(B)] → Dom(B).

The first computes the control dependence region, an over-approximation of
the range of branching instructions and the second the unique junction point of
a branching instruction at a given program point. We only require some abstract
properties of these functions to hold [BPR07]. We need the notion of successor
relation to formulate these properties.

Definition 1. The successor relation 7→⊆ Dom(B)×Dom(B) of a method B[−→• ]
is defined by the clauses: (1) If B[−→• ](i) = goto k, then i 7→ k; (2) If B[−→• ](i) =
if k, then i 7→ i + 1 and i 7→ k ; (3) If B[−→• ](i) = return, then i 67→ (i has no
successors); and (4) Otherwise, i 7→ i+ 1.

A small set of requirements, the safe over approximation property or SOAP,
on region and jun suffice for the proof of noninterference. They state some basic
properties on how the successor relation, region and jun are related.

Property 1. Let i ∈ Dom(B)]. (1) If i 7→ i′, then i′ ∈ region(i). (2) If i′ 7→ i′′

and i′ ∈ region(i), then i′′ ∈ region(i) or i′′ = jun(i). (3) If i 7→∗ i′ and i′ ∈



Dom(B)] ∩ region(i), then region(i′) ⊆ region(i). (4) If jun(i) is defined, then
jun(i) /∈ region(i) and ∀i′ such that i 7→∗ i′, either i′ 7→∗ jun(i) or jun(i) 7→∗ i′.

Intuitively, successors i′ of a branching instruction i should be in the same
region. As for successors i′′ of an instruction i′ with i′ ∈ region(i), either i′′

should be in the region associated to i or be a junction point for this region.
Regarding the third item we write 7→∗ for the reflexive, transitive closure of 7→
and say that i′ is an indirect successor of i when i 7→∗ i′. This item reads as
follows: if i′ is the program point of a branching instruction that is an indirect
successor of a branching instruction i that has not left the region of i, then the
region of i′ is wholly inside that of i. The final item states that the junction point
of a region are not part of this region and, moreover, all indirect successors of
the program point i of a branching instruction either come before or after (in
terms of the indirect successor relation) the junction point of the region of i.

In what follows we shall adopt two assumptions that, without sacrificing
expressiveness, simplify our analysis. First we assume a method body B[−→• ]
has a unique return instruction. Second, that predecessors of a junction point
are always goto instructions (i.e. i ∈ region(k) and i 7→ i′ and i′ = jun(k)
implies B(i) = goto i′). Note that this last assumption also helps us guarantee
Property 1(1).

4.1 Typing Schemes

We assume throughout this work that we are dealing with valid JVM bytecode
in the sense that it passes the bytecode verifier. For example, in an instruction
such as prim + we do not check whether the operands are indeed numbers. A
program B[−→• ] is well-typed under method type (x : κ, κr) if there exist typing
contexts V, S and A such that the type judgment V,S,A� ((x : κ, κr), B[−→• ]),
defined below, holds.

∀xj ∈ x.V1(xj) = κj ∀i ∈ Dom(B).V,S,A, i� ((x : κ, κr), B[−→• ])

V,S,A� ((x : κ, κr), B[−→• ])

The first requirement is that the variable array type V1 provide security lev-
els for all parameters and must agree with the ones assigned to each of them
by the declaration x : κ. Also, all program points in B[−→• ] must type as the
second requirement indicates. A sample of the typing schemes defining this sec-
ond requirement are given in Fig. 1 (cf. appendix for the full set) and are de-
scribed below. Note that there may be more than one set of typing contexts V,
S and A such that a program is well-typed. For reasons of technical convenience
we assume, without loss of generality, that the chosen A is minimal such that
∀i ∈ Dom(B).A(1) � A(i). A method ((x : κ, κr), B[−→• ]) is well-typed if B[−→• ] is
a well-typed program under (x : κ, κr) with the additional assumption that the
stack type is empty, S1 = ε.

We now briefly describe the typing schemes. They introduce a set of con-
straints between the frames type and stacks type at different instructions in the
program. We write Si+1(0) for the topmost element of the stack type Si+1 and



(T-If)

B[−→• ](i) = if i′

Vi ≤ Vi+1,Vi′
Si ≤A(i) κ · Si+1 = κ · Si′
Si(0) ∈ LI , if A(i) ∈ LI

∀k ∈ region(i).κ � A(k)
i+ 1, i′ ∈ Dom(B)

V,S,A, i� ((x : κ, κr), B[−→• ])

(T-Str)

B[−→• ](i) = store x
Si ≤A(i) Vi+1(x) · Si+1
Vi\x ≤ Vi+1\x
A(i) � Vi+1(x)
Si(0),Vi(x) ∈ LI , if A(i) ∈ LI

i+ 1 ∈ Dom(B)

V,S,A, i� ((x : κ, κr), B[−→• ])

(T-Declassify)

B[−→• ](i) = declassify κ
(Si\0) ≤A(i) (Si+1\0)
A(i) t κ � Si+1(0)
I(Si(0)) = I(κ)
I(A(i)), I(Si(0)) ∈ HI

Vi ≤ Vi+1
i+ 1 ∈ Dom(B)

V,S,A, i� ((x : κ, κr), B[−→• ])

(T-Hole)

B[−→• ](i) = [•]
A(i) ∈ LC

Si ≤(⊥C ,I(A)) Si+1

Vi ≤ Vi+1
i+ 1 ∈ Dom(B)

V,S,A, i� ((x : κ, κr), B[−→• ])

Fig. 1. Typing Schemes

Si+1\0 for Si+1 without the topmost element. Subtyping (rather than equality)
for variable array and stack types are required given that instruction i+ 1 may
have other predecessors apart from i. T-Store, since instruction store x does
change local variables, Vi \x must be a subtype of Vi+1 \x as stated by the third
line. Furthermore, the value of local variable x is modified by stack top, then
Si ≤ Vi+1 ·Si+1 must hold and . The four line states that the security level of the
x value in follow instruction must be greater than or equal to the security level of
current address. Regarding T-If, we assume that if i′ instructions have always
two branches (in this case i′ and i+1). T-If requires Vi′ = Vi+1 must hold. Since
control jumps to i′ or i+1, Vi must be a subtype of Vi′ and Vi+1 as stated by the
second line. Si must be a subtype of κ · Si′ and κ · Si+1. Moreover, the security
level of region(i) must be greater than or equal to the security level κ of the value
inspected at i. T-Declassify states that only high-integrity data is allowed to
be declassified and that declassification might only occur at a high-integrity se-
curity environment. Because the possible flow origins is within the high-integrity
area of the lattice, the attacker (who can only affect the low-integrity area of
the lattice) cannot influence uses of the declassification mechanism and therefore
cannot exploit it. Regarding T-Hole, the second condition deserves a comment.
For robustness, it is important that holes not be placed at program points where
the type environment is high-confidentiality, because then the attacker would
be able to directly observe implicit flows to the hole and could therefore cause
information to leak even without a declassify.

As a final comment, note that these schemes disable high integrity variable
reuse and popping of high integrity values off the stack in low integrity contexts.
These constraints are necessary for proving that the type system guarantee ro-
bustness.

Now that the type system is in place and our motivating examples have been
introduced we can formalize the notion of an active attack.



Definition 2 (Active attack). A program a is an active attack under method
type (x : κ, κr) if a does not contain declassify or return instructions and
there exist typing contexts V, S and A such that the following judgment holds:

∀xj ∈ x.V1(xj) = κj ∀i ∈ Dom(a).V,S,A, i� ((x : κ, κr), a)
A(1) = (⊥C , IA) |S1| = |Sexit|
V,S,A� ((x : κ, κr), a)

The index exit in Sexit refers to the program point n + 1 where n is the
size of a. We assume that execution always ends at this program point. Also,
as in the definition of well-typed programs, we assume the chosen A verifies
∀i ∈ Dom(a).A(1) � A(i).

5 Soundness

The type system enforces two interesting properties: noninterference and robust
declassification. Noninterference states that any two (terminating) runs of a well-
typed method, that does not use declassify, starting from initial states that
coincide on public input data produce final states in which public output data
are identical. This relation on states, called indistinguishability, is formalized
in Sec. 5.1 and we then give the structure of the proof of noninterference in
Sec. 5.2. Robust declassification states that an attacker may not manipulate
the declassification mechanism to leak more information than intended. This
property applies to programs that may contain declassify instructions. Sec. 5.3
introduces the precise definition and proves the main result of this paper.

5.1 Indistinguishability

Indistinguishability for states at some level λ is formulated by considering each of
its components at a time (values, local variable assignments and stacks). States
are declared indistinguishable depending on what may be observed and this, in
turn, depends on the level κ of the observer. For further discussion on these
notions please consult [BB08,BB09].

Definition 3 (Value indistinguishability). Given values v1, v2 and security
levels κ, λ we define v1 ∼λκ v2 (“values v1 and v2 are indistinguishable at level λ
w.r.t. observer level κ”) to hold if either (1) κ � λ and v1 = v2; or (2) κ 6� λ.

Definition 4 (Local variable assignment indistinguishability). Let α1, α2

be local variable assignments, V1, V2 frame types and κ, λ security levels. We write
α1 ∼λ(V1,V2),κ

α2 (or α1 ∼λV1,κ
α2 when V1 = V2 and κ � λ).

– Low-indist. assignments (κ � λ and V1 = V2). α1 and α2 are considered low-indist.
at level λ if for all x ∈ X, α1(x) ∼λV1(x) α2(x).

– High-indist. assignments (κ 6� λ). α1 and α2 are considered high-indist. at level λ
if for all x ∈ X, α1(x) ∼λV1(x)tV2(x) α2(x).



Definition 5 (Stack indistinguishability). Let σ, σ′ be stacks, S, S′ stack
types and λ, κ security levels. We write σ ∼λ(S,S′),κ σ′ (or σ ∼λS,κ σ′, when
S = S′ and κ � λ).

– Low-indist. stacks (κ � λ).

κ � λ

ε ∼λε,κ ε

σ ∼λS,κ σ′ v ∼λκ′ v′ κ � λ

v · σ ∼λκ′·S,κ v′ · σ′

– High-indist. stacks (κ 6� λ).

σ ∼λS,κ′ σ′ κ′ � λ κ 6� λ

σ ∼λ(S,S),κ σ
′

σ ∼λ(S,S′),κ σ′ κ′, κ 6� λ

v · σ ∼λ(κ′·S,S′),κ σ′
σ ∼λ(S,S′),κ σ′ κ′, κ 6� λ

σ ∼λ(S,κ′·S′),κ v · σ′

Two states are indistinguishable if they are either both executing in a high
region (in which case we say they are high-indistinguishable) or they are both
executing the same instruction in a low region (low-indistinguishable). Further-
more, in any of these cases the frame types and operand stacks should also be
indistinguishable.

Definition 6 (Machine state indistinguishability). Given security level λ,
〈i, α, σ〉 ∼λ 〈i′, α′, σ′〉 holds iff (1) A(i),A(i′) 6� λ or (A(i) = A(i′) � λ and
i = i′); (2) α ∼λ(Vi,Vi′ ),A(i) α

′; and (3) σ ∼λ(Si,Si′ ),A(i) σ
′.

5.2 Noninterference

Henceforth we assume M [−→a ] to be well-typed: V,S,A� ((x : κ, κr), B[−→a ]). We
let s1 = 〈i, α1, σ1〉 and s2 = 〈i, α2, σ2〉 be states for M [−→a ]. Furthermore, let λ
be a security level.

Definition 7. M [−→a ] satisfies noninterference, written NI(M [−→a ]), if for every
κ � A, α1, α2 variable arrays and v1, v2 values: (1) 〈1, α1, ε〉 −→∗ 〈v1〉, (2)
〈1, α2, ε〉 −→∗ 〈v2〉 and (3) α1 ∼A

V1,κ
α2 imply v1 ∼A

κr
v2.

Our notion of noninterference assumes the attacker has the ability to see the
initial low variables value, and its final result (variant of termination-insensitive
information flow). We do not address other covert channels (e.g. termination,
timing, or abstraction-violation attacks) in this type system.

Proposition 1. All well-typed methods M [−→a ], without declassify instruc-
tions, satisfy NI(M [−→a ]).

Prop. 1 is a consequence of a stronger property (Prop. 2) that we state
below. This latter property is used in our result on robustness (Prop. 3). First
we introduce some definitions. The λ-projection of a trace t, written t|λ, where
t = 〈i0, αi0 , σi0〉 −→B[−→a ]

〈i1, α1, σ1〉 −→B[−→a ]
· · ·, is the sequence of states

〈i0, αj0 , σj0〉〈j1, αj1 , σj1〉〈j2, αj2 , σj2〉〈j3, αj3 , σj3〉 · · · s.t. 0 < j1 < j2 < · · · and
for all ik, if A(ik) � λ then ik = jn, for some n. We define two finite traces t1



and t2 of the same length n to be indistinguishable, written t1 ∼λ t2, iff their λ-
projections are indistinguishable t1|λ ∼λ t2|λ. This latter property holds iff for all
k ∈ 0..n, 〈ik, αik , σik〉 ∼λ 〈jk, αjk , σjk〉 where t1|λ = 〈i0, αi0 , σi0〉 · · · 〈in, αin , σin〉
and t2|λ = 〈j0, αj0 , σj0〉 · · · 〈jn, αjn , σjn〉.

Proposition 2. Suppose M [−→a ] has no declassify instructions and s1 and s2
are initial states such that s1 ∼λ s2. Then Tr

B[−→a ]
(s1) ∼λ Tr

B[−→a ]
(s2).

The proof relies on three unwinding lemmas.

Lemma 1. Suppose (1) A(i) � λ; (2) s1 −→B[−→a ]
s′1; (3) s2 −→B[−→a ]

s′2; and
(4) s1 ∼λ s2. Moreover, assume B[−→a ] does not contain declassify. Then (1)
either s′1 = 〈i′1, α′1, σ′1〉, s′2 = 〈i′2, α′2, σ′2〉 and s′1 ∼λ s′2; or (2) s′1 = 〈v′1〉, s′2 = 〈v′2〉
and v′1 ∼λκr

v′2.

Lemma 2. Let i1, i2 ∈ region(k) for some k such that ∀k′ ∈ region(k) : A(k′) 6�
λ. Furthermore, suppose: (1) s1 ∼λ s′1; (2) s1 −→B[−→a ]

s2; (3) s2 = 〈i′1, α′1, σ′1〉;
(4) and i′1 ∈ region(k). Then s2 ∼λ s′1.

Lemma 3. Let i1, i2 ∈ region(k) for some k such that ∀k′ ∈ region(k) : A(k′) 6�
λ. Suppose: (1) s1 −→B[−→a ]

s′1 and s2 −→B[−→a ]
s′2; (2) s1 ∼λ s2, f; and (3)

s′1 = 〈i′1, α′1, σ′1〉 and s′2 = 〈i′2, α′2, σ′2〉; (4) and A(i′1) = A(i′2) and A(i′1) � λ.
Then i′1 = jun(k) = i′2 and s′1 ∼λ s′2.

Remark 1. Noninterference may be proved for any program which is well-typed
rather than just well-typed methods: the requirement that execution begin at a
state where the stack is empty is not necessary for the result to hold.

5.3 Robustness

Definition 8 (Robustness). Let M [−→• ] = ((x : κ, κr), B[−→• ]) be a well-typed
method. We say that it satisfies robustness with respect to active attacks at level
A if for every s1, s′1 initial states and −→a1, −→a2 active attacks:

Tr
B[−→a1]

(s1)∼(C(A),>I)Tr
B[−→a1]

(s′1) implies Tr
B[−→a2]

(s1)∼(C(A),>I)Tr
B[−→a2]

(s′1)

Robust declassification holds if the attacker’s observations from the execution
of M [−→a2] may not reveal any secrets apart from what the attacker already knows
from observations about the execution of M [−→a1]. The main result of this work is
therefore:

Proposition 3. All well-typed methods satisfy robustness.

In order to address the proof two auxiliary results are required. The first
(Lem. 4) states that an active attack cannot consult or modify high-integrity
data on the stack and the second (Lem. 8) extends this observation to the states
of a trace.



Lemma 4. An active attack: (1) cannot consult or modify high-integrity data
on the stack; and (2) satisfies noninterference.

The proof of the second item follows immediately from Prop. 2, the first
one is by case analysis on the instructions of the attack. Regarding the second
auxiliary result, it’s proof proceeds on the basis of three unwinding lemmas. First
a definition.

Definition 9. Let s1 = 〈i1, α1, σ1〉 and s2 = 〈i2, α2, σ2〉. We define:

1. HI(α1) = HI(α2) iff ∀x ∈ X.Vi1(x),Vi2(x) ∈ HI ⇒ α1(x) = α2(x);
2. HI(σ1) = HI(σ2) iff ∀k ∈ 0..min(|σ1|, |σ2|)− 1.Si1(k),Si2(k) ∈ HI ⇒ σ1(k) =

σ2(k);
3. HI(s1) = HI(s2) iff HI(α1) = HI(α2), HI(σ1) = HI(σ2) and (A(i1),A(i2) ∈ HI
⇒ A(i1) = A(i2)).

The three unwinding lemmas follow together with the statement of Lem. 8.

Lemma 5. Suppose (1) A(s1) ∈ HI ; (2) s1 −→B[−→a1]
s′1; (3) s2 −→B[−→a2]

s′2; and
(4) HI(s1) = HI(s2). Then HI(s′1) = HI(s′2).

Lemma 6. Let pc(s1), pc(s′1), pc(s2) ∈ LI . Furthermore, suppose: (1) HI(s1) =
HI(s′1); (2) s1 −→B[−→a ]

s2; (3) and pc(s2) ∈ region(k). Then HI(s2) = HI(s′1).

Lemma 7. Let pc(s1), pc(s2) ∈ LI and pc(s′1), pc(s′2) ∈ HI . Furthermore, sup-
pose: (1) s1 −→B[−→a1]

s′1 and s2 −→B[−→a2]
s′2; (2) HI(s1) = HI(s2); and (3) and

pc(s′1) = pc(s′2). Then HI(s′1) = HI(s′2).

Lemma 8 (Preservation of equality of high integrity data). Let M [−→• ] =
((x : κ, κr), B[−→• ]) be a well-typed method and −→a1, −→a2 active attacks. Let κ s.t.
for all κ′ ∈ HI : κ′ � κ, si in Tr

B[−→a1]
(s1)|(>C ,κ), s

′
i in Tr

B[−→a2]
(s′1)|(>C ,κ), and

pc(si), pc(s′i) ∈ HI . If HI(s1) = HI(s′1), then HI(si) = HI(s′i).

We now deliver the promised result, namely the proof of Prop. 3. Consider
any two execution paths of M [−→a2] = ((x : κ, κr), B[−→a2]):

s1 −→B[−→a2]
s2 −→B[−→a2]

· · · −→
B[−→a2]

sn

s′1 −→B[−→a2]
s′2 −→B[−→a2]

· · · −→
B[−→a2]

s′m

where (1) s1 = 〈1, α1, σ1〉 and s′1 = 〈1, α′1, σ′1〉 with σ1 = σ′1 = ε, (2) sn = 〈v〉
and s′m = 〈v′〉, and (3) s1 ∼(C(A),>I) s′1 and suppose A(1) ∈ LC . If HI = ∅
then declassification is disallowed by the typing rules and the result follows from
Prop. 2. Otherwise we proceed as follows. Starting from s1 and s′1 repeatedly
apply Lem. 1 until it is no longer possible. Let sj′ and s′j′ be the states that
are reached. Note sj′ ∼(C(A),>I) s′j′ . If j = n, then the result holds immediately
since the full trace has been attained. Otherwise, j < n and we have two cases
to treat (we write A(s) for A(i), where s = 〈i, α, σ〉):



1. Case A(sj),A(s′j) � (C(A),>I), sj = 〈i, α, v · σ〉 and s′j = 〈i′, α′, v′ · σ′〉
and B[−→a2](i) = declassify κ. From sj ∼(C(A),>I) s′j and A(sj),A(s′j) �
(C(A),>I) we deduce i = i′. Also, from the semantics sj+1 = 〈i+ 1, α, v · σ〉
and s′j+1 = 〈i+ 1, α′, v′ · σ′〉. Finally, by typability of B[−→• ] all hypothesis of
T-Declassify are assumed.
We wish to prove sj+1 ∼(C(A),>I) s′j+1. The only non-trivial case is v ·
σ ∼(C(A),>I)

Si+1,A(i+1) v
′ · σ′. For this we first check that σ ∼(C(A),>I)

Si+1\0,A(i+1) σ
′. This

fact is obtained by reasoning as follows:
– If A(i + 1) � (C(A),>I), then the result follows from σ ∼(C(A),>I)

Si\0,A(i) σ
′,

(Si\0) ≤A(i) (Si+1\0) the fact that stack indist. is preserved by subtyp-
ing.

– If A(i + 1) 6� (C(A),>I), the result follows from the previous item and
H-Low.

Second we must check that v ∼(C(A),>I)
Si+1(0)

v′. By sj ∼(C(A),>I) s′j , we know

that v ∼(C(A),>I)
Si(0)

v′. We consider two cases depending on whether Si(0) �
(C(A),>I) or Si(0) 6� (C(A),>I). Suppose Si(0) � (C(A),>I).
– if Si+1(0) � (C(A),>I), v ∼(C(A),>I)

Si+1(0)
v′ follows from sj ∼(C(A),>I) s′j and

value indist.;
– otherwise, we conclude directly by value indist.

Suppose now Si(0) 6� (C(A),>I). If v = v′ then v ∼(C(A),>I)
Si+1(0)

v′ is immediate.
But, if v 6= v′ and Si+1(0) � (C(A),>I), since declassification has occurred,
indistinguishability is not a priori guaranteed. Since v, v′ are high-integrity
data and active attackers cannot modify them (Prop. 4(i)), these same values
are at the same program point in the execution of B[−→a1] (Lem. 8). Then
these same data, v, v′, are also declassified by B[−→a1] at this program point
(since declassify instructions do not belong to B[−→• ]). By Lem. 8, if high
integrity values not are equal at the same program point, then there exist
high integrity data on initial states s.t. they are not equal either. If v 6=
v′, then the given assumption Tr

B[−→a1]
(s1) ∼(C(A),>I) Tr

B[−→a1]
(s′1) would fail.

Hence it must be the case that v = v′.
2. Case A(sj),A(s′j) 6� (C(A),>I). As a consequence, there exists a program

point k in Dom(B)] such that k was the value of the program counter
for sj−1 and s′j−1. Furthermore, let pc(sj) = g and pc(s′j) = g′ then we
have k 7→ g and k 7→ g′ by the definition of the Successor Relation. By
the SOAP properties (1(i)), both g, g′ ∈ region(k). Furthermore, by T-IF,
∀d ∈ region(k).Sk(0) � A(d). In particular, Sk(0) � A(sj),A(s′j). Therefore,
by the minimality assumption in the definition of well-typed programs, we
may assume Sk(0) 6� (C(A),>I). Hence, ∀d ∈ region(k).A(d) 6� (C(A),>I).
Therefore the hypothesis of Lem. 2 is satisfied.
Now, we repeatedly apply Lem. 2 in both branches of executions until it
is no longer possible. Let us call sh1 and s′h2

the reached states. By tran-
sitivity and symmetry of indisinguishability of states, sh1 ∼(C(A),>I) s′h2

.
By Lem. 2, A(sh1),A(s′h2

) 6� (C(A),>I). Also, if h1 7→ h′1 and h2 7→ h′2,



then A(h′1),A(h′2) � (C(A),>I). We are therefore at a junction point, h′1 =
jun(k) = h′2. Finally, by Lem. 3, sh′1 ∼

(C(A),>I) s′h′2
.

We repeat the argument, namely applying Lem. 1 until no longer possible
and then analyzing cases 1 and case 2. Given that the derivations are finite,
eventually case 1 is reached.

6 Related work

A brief description of related literature on type based information flow anal-
ysis (IFA) for declassification and for low-level languages follows. Zdancewic
and Myers [ZM01] introduce robust declassification (RD) in an attempt to cap-
ture the desirable restrictions on declassification (as discussed in this paper),
but did not propose a method for determining when a program satisfies RD.
Zdancewic [Zda03] shows that a simple change to a security type system can
enforce it: extend the lattice of security labels to include integrity constraints as
well as confidentiality constraints and then require that the decision to perform
declassification have high integrity. Myers et al [MSZ04] introduce a type sys-
tem for enforcing RD and also, they show how to support upgrading (endorsing)
data integrity. Barthe et al [BR05] define a simple JVM bytecode type system
for IFA. They prove preservation of noninterference for a compilation function
from a core imperative language to bytecode. [BPR07] extends the type system
to handle objects and method calls. And present a type-preserving compilation
for a Java-like language with objects and exceptions. All these works assume
fields have a fixed security level. Less importantly, they do not allow variable
reuse and have a less precise management of information flow of the operand
stack. [BB08] proposes a core bytecode language together with a flow-sensitive
type system that performs IFA in a setting where the security level assigned
to fields may vary at different points of the program where their host object
is created. Rezk et al [BCR08] provide a modular method for achieving sound
type systems for declassification from sound type systems for noninterference,
and instantiate this method to a sequential fragment of the JVM. They consider
a declassification policy called delimited non-disclosure that combines the what
and where dimensions of declassification.

7 Conclusion

We present a type system for ensuring secure information flow in a core JVM-like
language that includes a mechanism for performing downgrading of confidential
information. It is proved that the type system enforces robustness of the de-
classification mechanism in the sense of [ZM01]: attackers may not affect what
information is released or whether information is released at all. The restriction
of the attackers ability to modify data is handled by enriching the confidentiality
lattice with integrity levels.



In presence of flow-sensitive type systems we have showed that variable reuse
endows the attacker with further means to affect declassification than those
available in high-level languages in which variables are assigned a fixed type
during their entire lifetime. Additional means of enhancing the ability of an
attacker to declassify information in stack-based languages (e.g. bytecode) is by
manipulating the stack, as exemplified in Sec. 2. Also, in unstructured low-level
languages, we are required to restrict the use of jumps.

Our current efforts are geared toward enriching the core bytecode language
while maintaining our results. Also, the inclusion of a primitive for endorsement
(for upgrading the integrity of data) as studied elsewhere [MSZ04] in the setting
of high-level languages would be interesting. Note that although confidentiality
and integrity are dual properties, the treatment of declassify and endorse
should not be symmetric for otherwise the attacker would be given total control
over the data.

Acknowledgements. To the referees for helping improve this work consid-
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